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Abstract:

Healthcare Internet of Medical Things (IoMT) security failures are not merely technical events but also clinical and legal incidents, where intrusion alerts may disrupt care d
and require forensic accountability. Most existing intrusion detection systems primarily emphasize detection accuracy, while overlooking auditability, decision interpretabil
attention mechanisms, and post-incident trust, such requirements that are critical in regulated healthcare environments. This paper proposes a practical, forensic-aware, r
time intrusion detection framework that integrates an attention-enhanced Extended Bidirectional Long Short-Term Memory (BiLSTM) model with a lightweight blockchain |
jointly enable accurate detection, accountability, and automated response. The Extended BiLSTM captures bidirectional temporal dependencies in IoMT traffic and highligt
clinically significant anomalous patterns through attention mechanisms, while the blockchain component ensures tamper-proof logging, verifiable alerts, and automated
mitigation via smart contracts. Experiments conducted on the UNSW-NB15, CICIDS2017, and Bot-loT datasets demonstrate high detection accuracy with low false-positive
alongside immutable forensic traceability and real-time response capability. The results indicate that aligning Al-based intrusion detection with healthcare accountability
requirements substantially enhances the trustworthiness and deployability of loMT security systems.

Complete Specification

Description:The system operates within a healthcare loMT environment comprising a plurality of interconnected medical devices that generate continuous network traffi
Such traffic includes device telemetry, control signals, patient monitoring data, and communication metadata exchanged over a network communication layer.

Data Acquisition and Preprocessing:

The network traffic generated by the IoMT devices is captured by a data acquisition and preprocessing module. The preprocessing module is configured to perform one
more of the following operations:

« data cleaning and removal of corrupted or incomplete records,

. normalization of numerical features,

+ encoding of categorical attributes, and

+  segmentation of traffic into temporal windows suitable for sequential learning.

The preprocessing module ensures that heterogeneous loMT traffic is transformed into a structured and normalized format before being supplied to the intrusion detec
engine.

Extended BiLSTM-Based Intrusion Detection Engine:

The pre-processed data is provided to an Extended BiLSTM-based intrusion detection engine. The detection engine is configured to analyze network traffic sequences in
both forward and backward temporal directions to capture short-term and long-range dependencies.
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