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(57) Abstract :

The present invention relates to a system and method for automated cybersecurity threat detection and mitigation using artificial intelligence. The system comprises a
data collection module for aggregating network traffic, endpoint activity, and user behavior; an Al-based detection engine employing supervised, unsupervised, and
deep learning models to identify both known and unknown threats; a threat intelligence integrator for enhancing detection accuracy through external feeds; and an
automated mitigation module for executing countermeasures such as IP blocking, process termination, and device isolation. A feedback and reinforcement learning loop
continuously refines detection models, thereby reducing false positives and adapting to evolving attack patterns. The invention provides real-time, self-adaptive
cybersecurity defense applicable to enterprise networks, cloud infrastructures, and loT ecosystems.
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